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ABSTRACT

Blockchain is the latest buzzwords in the field of Computer Science since the past four years. It has the
potential to completely take over the traditional Financial Institutions we know since the past century
and bring about Web 3.0. In order to do this the technology has to be highly secure. To understand
how and why blockchain is so secure and reliable we need to first understand how the different blocks
are linked together in a Blockchain Network. The blocks in a blockchain are linked with the help of a
Hashing Algorithm. A hashing algorithm is a one-way mathematical function which generates a unique
output for every unique input. The Bitcoin Network uses a SHA-256 hash. A basic block has a data,
hash and previous hash field. The hash value of any block is dependent on the hash value of the previous
block, therefore making it very difficult to alter the data as any tampering would require altering
hashes of each and every subsequent block in the blockchain. A typical blockchain network can have
millions of blocks on its chain. This makes it virtually impossible to alter the blockchain, thereby
making it so secure. Blockchain is a decentralized technology [14]. It has a lot of power when it comes
to solving business difficulties. Algorithms on the nodes validate blockchain transactions. A transaction
cannot be initiated by a single entity. Finally, blockchains ensure transparency by allowing each
participant to view transactions at any moment. Smart contracts ensure safe transactions, reducing the
risk of third-party interruption. Decentralization and immutability are two key characteristics of
blockchain. Faster transactions, transaction and validation in seconds, and so forth.
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I. INTRODUCTION

Blockchain has come a long way since it was first introduced in the 2008 white paper by Satoshi
Nakamoto with Bitcoin. Although many people confuse Bitcoin with Blockchain the best way to
think about it is that Bitcoin, a cryptocurrency was the first application of Blockchain Technology.
Blockchain and Cryptocurrency are the most sought-after technology in this era of Computer
Science. Other than Cryptocurrency some of the existing applications using Blockchain which are
gaining popularity are —.

Crowdfunding Platform

In the last few years, crowdfunding has emerged as an alternative source of funding for various types
of projects. Crowdfunding is seen as a way to reduce the funding gap in the early stage of new
ventures. Funding from venture capitalists and banks is usually available only in the later
development phases of start-ups [12]. The major issue of regular funding is no back transactions
which can be solved by funding through blockchain.

Decentralized Voting System — Some of the problems that can occur in traditional electoral systems
is with an organization that has full control over the database and system, it is possible to tamper
with the database of considerable opportunities [13]. Blockchain, due to being very secure can
eliminate this problem.

It has the potential to radically alter transactions, security, supply chain and other areas. Web 3.0 is
possible because of this technology. Many new concepts such as NFTs (Non-Fungible Tokens),
Metaverse, Cryptocurrency, etc. are based on the Blockchain Technology. It’s estimated that
Blockchain will generate $3.1 trillion in new business value by 2030 [8]. For the majority of time till
now traditional Financial Institutions have been the central authority for managing financial
transactions between two or more parties. The value of any currency is controlled by the Government
of the Country. This model is also known as the Client-Server Architecture.
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Fig 1: One Tier Client/Server Architecture [8]
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One of the problems with this type of architecture is that there is a “single point of failure”, i.e., if
this server is taken down due to any reason, it jeopardizes the data of all the Clients dependent on
this system. The servers are often quite expensive to setup and require skilled expertise [1]. These
problems can be solved using a Decentralized Architecture which is the backbone of a Blockchain
Network. Large-scale distributed computing environments provide a vast amount of heterogeneous
computing resources from different sources for resource sharing and distributed computing [2]. This
shifts power from the Central Authority to all the peers of the network. While the Client-Server
Architecture requires that all users trust in the Central Authority, a decentralized network is based on
the ‘trust no one’ model.

2. DECENTRALIZED ARCHITECTURE
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Fig 2: Decentralized Architecture

The blockchain may be defined as an application that runs on a distributed network. It is a
decentralized transaction system which is transparent in the sense that any node handling blockchain
software is capable of handling the entire blockchain. The corresponding data is stored in either a
flat file or a relational database [3]. However, this also leads to redundancy of data storage as it stores
the same data multiple times.

The Blockchain used for cryptocurrency is generally a Public Blockchain. A consensus mechanism
is responsible for the decision-making process in the blockchain. Either proof-of-work (POW) or
proof-of-stake (POS) is used to validate the transactions in a Blockchain Network by miners. A local
copy of the transaction ledger is stored on each node(peer) part of the blockchain which ensures
security and makes tampering with the blockchain virtually impossible as a hacker would have to go
and alter the data on each and every node on the network. Typically, the number of nodes can be in
millions

3. STRUCTURE OF A BLOCK
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Inside a block
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Fig 3 : The fields inside a block [7]

Blocks are part of blockchain which bunch a group of transactions and distribute them on the
blockchain network. Every block consists of metadata and transactions placed by the miners. This
metadata is used for verification by the nodes. Besides the list of transactions contained inside the
block, the block contains some fields in the block header,

e Prev_Hash: this field can be known as reference to parents, which is a link of a block to its

previous one in the chain.

e Timestamp: the time when the block was found.
e Tx_Root: this field, which is also known as the Merkle root, contains the hash value of all

validated transactions of the block.

o Version: this field contains the protocol version used by the node proposing the block to

the chain.

e Nonce: this field is used in PoW, which proves the efforts that a node has paid for getting
the right to append this block to the chain. It is an abbreviation for ‘number used once’.

o Bits: this field indicates the difficulty level of the PoW [7].

4. LINKING BLOCKS IN A BLOCKCHAIN

Blocks in a blockchain are linked together by the means of a hashing algorithm. Essential

components of the block which are used in the linking process are—

e data— information stored on the block
e previous hash — hashing information of the previous block
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e hash — hashing information of current block generated using “data” and “previous

hash”
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Fig 4 : Blocks in a Blockchain [5]

Every block should have the above components to be part of the blockchain network. One common
guestion here would be what about the first block of the blockchain? It cannot possibly have a
previous hash value. The first block of a network is a special block in which all the values are Hard
Coded. This block is called the “Genesis Block™.

The hashing functions are special mathematical functions that are one-way i.e. the value of the input
of a hash function cannot be determined with its output. This is what makes it so valuable. Digital
Signature of an Account Holder is generated using the private key of that holder and with the hash
function it can be ensured that the private key is not exposed. Another important property of hash
functions is that for every unique input there is a unique output. This is necessary so that two accounts
don’t generate the same digital signature. Even the smallest change in the input must provide an
entirely different result [4]. Basically, hashing is the process of taking some readable information
and converting to something that makes no sense at all [4].

An example of a popular hashing algorithm would be SHA(Secure Hash Algorithm). It is a group of
cryptographic hash functions published by the NIST(National Institute of Science and Technology)
[6]. In the Bitcoin system, SHA-256 Hashing algorithm is used. This algorithm always gives a 256-
bit number which is represented using the hexadecimal number system.

A hash value is generated for a block using the block’s current data, nonce and the previous block’s
hash. If a hacker tries to alter the data on any particular block, its hash value is altered due to the
nature of hash functions. This changes the hash value of the next block as its hash is dependent on
the previous block’s hash value and so on. So in order to tamper any data the entire blockchain has
to be mined again which is nearly impossible on a network with millions of nodes. This is the primary
reason why blockchain is such a secure technology. Even if a hacker manages to alter all the blocks,
he will only be able to do so on a single copy. The decentralized nature of blockchain stores a copy
on each and every node that is a part of the blockchain network. The state of that particular copy then
becomes inconsistent with all copies present in the global network. This adds an additional layer of
security making tampering/altering transaction data truly impossible. This is the reason Blockchain
is said to be such a revolutionary technology.

17



B. Ramdasu et al.

Finally, the blocks are created or linked on the network using the Consensus Protocol. One of the
nodes validates the transaction on the network and creates a block using a well-defined process that
is dictated by the blockchain protocol. The other nodes reach a consensus on whether to include the
block in the chain or reject it. This way of block creation and validation secures the network. Both
Bitcoin and Ethereum currently use the Proof of Work consensus protocol. A brief description of the
two most popular consensus algorithms —

Proof-of-Work(PoW) is a consensus algorithm used in permissionless Bitcoin network. POW proves
to the network server that some computational work has been performed by the nodes in the network.
The network server gives problems such as Hash sequences, computational puzzles or other
mathematical problems to be solved by the nodes in the network [10].

Proof-of-Stake(PoS) was conceptualized to address the issues of PoW and implemented in many
systems including the Ethereum platform. In PoS, a validator can mint/forge a block or verify
transactions according to the stake he puts in the network. If a validator confirms a fraud transaction,
he may lose his stake in the network [10].

The mining process is incentivized to keep the network running. The account or node that validates
the transaction and creates a block gets rewarded. Incentives are dictated by the protocol. Generally
the reward is in the form of a fixed number of tokens and the associated transaction fee.
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Fig 5 : Rewards for Bitcoin Mining overtime

4. DESIGN OF MODULAR MULTIPLIER

The above figure shows that the rewards for Bitcoin mining are halving every few years. On
a higher level the Proof of Work generation requires to solve a mathematical puzzle. This
puzzle can only be solved by either guesswork or brute force method. The first miner to find
the solution validates the block and earns the reward. The difficulty in solving the puzzle
I.e., the computing power required is not fixed for every block and may change. This is done
to maintain a uniform average time
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5. GENERATING AVALID HASH
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Fig 6 : Mined blocks in a blockchain. Signature is five leading zeros

We have seen in the previous section how a hash is generated to link blocks together. We however,
have not yet defined when a hash is valid/invalid. On the Ethereum Blockchain in particular a hash
is considered to be valid if it’s value falls below a particular predefined value. The algorithm keeps
altering the nonce of the block till that particular value is reached. In a 256 bit hash for example, if
the value is 10,000, a nonce which generates a hash with value lesser than or equal to 10,000 for a
particular data will be valid. The smaller the value chosen the longer it will take to generate the
required nonce value i.e. mine the transaction.
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Data ?-i-unc-e- T Dlit_put _Dlltp_l_lt - Less
Hash Hash Base than
10 100007

“Hello” 0 A23042B2 | 2721071794 No
“Hello” 1 0BBF1491 197072017 No
“Hello™ 2 0CE24258 | 216154712 No
“Hello” 3 OEEEEEEE | 250539758 No
“Hello” 4 00014481 83073 No
“Hello™ 5 0D00DAE] 2785 Yes

Table : Iterations to validate hash

After the hash of the block is validated, the block can be added to the Blockchain Network

6. CONCLUSION

The aim of this paper was to demonstrate the basic idea of the process of linking of blocks in the
blockchain. Additionally, the benefits of blockchain technology i.e., a decentralized technology over
traditional centralized architecture is outlined. The importance of hash function and its properties are
explained. Example of popularly used hash function is given. The role of the mining process used to
validate the hash for a block of a given list of transactions is analyzed. How to check whether a hash
is valid or not is also explored. The different consensus protocols used to validate blocks on the
Blockchain Network such as the PoW(Proof of Work) and PoS(Proof of Stake) are also studied.
Blockchain is being utilized in a variety of applications, including financial transactions, healthcare,
insurance, the Internet of Things (1oT), manufacturing, education, and more, with the promise of
increased skills and durability. A substantial number of public announcements and news regarding
its aims, collaborations, development, and execution have been made in recent years. However, the
most essential features and debates about blockchain security, problems, and policies have been
raised all over the world.
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