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PRIVACY-PRESERVING OF ELECTRICITY DATA BASED ON
GROUP SIGNATURE AND HOMOMORPHIC ENCRYPTION
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ABSTRACT

Smart grid is a highly integrated power system, which combines modern advanced information
communication, sensor measurement and automatic control technology, including a large number of
smart devices, with the advantages of reliability, reliability, safety and self-healing, providing a great
service. However, when collecting, processing, and transmitting large amounts of data, devices such
as smart dashboards in the network face the problem of discovering user-specific issues. In order to
solve this problem, a scheme based on improved group signature and homomorphic encryption is
proposed here. The improved group signature is used to determine the public and private keys of the
smart meter and the signature of the electricity consumption data, and the homomorphic encryption is
used for the electricity consumption. Data is encrypted and aggregated. In the end, the electricity
consumption data is always in cipher text during the data transmission process. The forward-secure
group signature scheme can avoid the harm caused by the interference of the private key, thus realizing
the protection effect.
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1. INTRODUCTION

At present, the society's demand for electricity is gradually increasing, and the application of
electricity is also increasing exponentially. And with the construction of the power grid, the reform
of the power system is also deepening, and the smart grid has become a new direction for the
development of the power grid. The smart grid collects user power consumption data and grid
monitoring data in real time, and grasps the real-time operation status of the grid in time, so as to
perform data analysis, equipment detection and safety protection of the entire system. However, in
the smart grid system, users are installed with smart meters to collect power data, if the data is not
encrypted in the process of data transmission, it is likely to lead to the leakage of power data. Once
data leakage occurs, it is easy for attackers to analyze the electrical appliances used by users through
their daily power consumption curve, and then analyze the number and behavior of people in the
user's home, so as to master the user's life rules. If this information is used illegally, it will bring huge
security risks to the power grid and users.

2. BACKGROUND

In order to deal with the leakage of user power data and identity privacy and the aggregation of
encrypted data, researchers have proposed many related solutions. Castelluccia et al. [1] proposed in
2005 that a homomorphic encryption technology was used to complete the effective aggregation of
encrypted data when the intermediate data processing node was not decrypted. Although the data
processing center may encounter attacks, the attacker No privacy-sensitive information related to
regional users will be obtained. In 2006, Westhoff et al. [3] pointed out that [1] Castelluccia uses
different keys at each aggregation point and forcibly transmits a list of the identity information of
encrypted nodes, which causes a large amount of communication overhead for each node. Therefore,
Westhoff et al. [3] designed an early key distribution scheme to adapt to the end-to-end encryption
in the reverse multicast flow sensor network. In 2009, Castelluccia et al. [2] extended the aggregation
scheme [1], realized a provably safe and effective encryption aggregation scheme, and improved
calculation and communication overhead. In 2011, in the scheme designed by Shi [4] and others,
they adopted the method of homomorphic encryption in Castelluccia [1], and at the same time
required users to divide their own information into blocks, and coordinated aggregation with other
people's block information for protection User privacy. In 2016, Liu Xueyan and others proposed a
model of multi-dimensional data aggregation and feedback mechanism for smart grid [6], which can
carry out one-to-many communication. At the same time, they also designed a signature batch
verification algorithm to reduce the computational overhead of smart grid signature verification.
However, this model sets the user's access authority, and only users with corresponding attributes
can obtain the corresponding control policies. In 2017, Zhou Hua and others proposed a power multi-
dimensional data aggregation scheme under the smart grid multi-level gateway mode [7], which
optimized the Paillier algorithm [8], and some studies also designed a fault-tolerant mechanism [9-
11], but it also adds additional overhead. In 2017, Shen et al. proposed a privacy protection multi-
dimensional data aggregation scheme that considers the residential area of multiple users [12].
According to Horner's law [13], the Paillier cryptosystem is used to hide polynomials. By aggregating
data from multiple regions, the region-level polynomial is hidden in the final output.

This paper adopts the method of combining group signature and homomorphic encryption. First, the
method of group signature is used to obtain the public and private key of the confirmed group
member SM; and the signature of the power data, and in order to avoid the harm caused by the leakage
of the private key, proposed a key update scheme in which the private key of the group member
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smart meter SM; is naturally updated over time; then, through homomorphic encryption method, the
power consumption data is always in the form of ciphertext in the transmission process from the
smart meter to the regional center, and then from the regional center to the control center, which
plays the role of privacy protection.

3. MODEL DESIGN

[3.1] SMART GRID SYSTEM MODEL

The smart grid is a complex system; the system model diagram presented in this paper is shown in
Figurel, including the Control Center, Regional Center and the Residential Area of three parts.
Control Center is responsible for the initialization of the system and the allocation of relevant system
keys to the Regional Center and Residential Area, which have strong computing and storage
capabilities and are assumed reliable at all time. In the system, the Residential Area contains w users,
respectively, representing the {U;, U,, .., U,}, each user is equipped with a smart meter SM;,
which can safely transmit the user's electricity data to Regional Center at specific time intervals (e.g.
30min). SM; encrypts electricity data and performs group signature operations of users. Regional
Center has strong computing and storage capabilities, and it can determine whether SM; is a
legitimate member of the group, aggregate the user's electricity data, and send the aggregated data
signature to Control Center, and if SM; conflicts with the signature of power consumption data,
Regional Center can track. the signature of the signer SM; identity by querying the T; and V; in the
tracking list. Control Center verifies the signature of Regional Center and then decrypts and analyzes
the aggregated data. After understanding the power consumption characteristics of regional users,
Control Center will dynamically adjust the ladder power price to achieve the grid's load balance,
improve the reliability of grid operation, and maximize the interests of both parties.

Secure System
information initialization
flow

|
1. Identity | 2. Group
Information} signature 3.
1D, | private Encrypted
! key electricity
i v data

Control Center

Residential Area
Figure:1. Smart grid system model

First, the control center generates various initial parameters of the system and assigns them
to SM; and the regional center. The control center selects a security parameter k, and the Paillier
cryptographic system generates system initial parameters(g, u, 4, p, q, n=p-q), where
pk =, g), sk = (A, u). Then the control center selects a parameter r € Z,, to generate the
f-order cyclic group G, and selects a safe hash function h(-), where h - {0, 1}* — Z;. Next, the
control center selects a positive integer e, which satisfies 1 < e < @(n) and gcd(e, cb(n)) =1,
and then calculates d, which satisfies d - e = 1 mod ®(n). Finally, the control center chooses a
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random numberx.. € Z,, as the private key and calculates the public key y. = r *cc; the regional

center chooses a random number xz- € Z;, as its private key and calculates its public key yz: =
r¥*RC,

[3.2] PRIVACY-PRESERVING OF ELECTRICITY DATA BASED ON GROUP
SIGNATURE AND HOMOMORPHIC ENCRYPYION

First, we must collect the user's electricity consumption data. In order to realize the collection
and analysis of user electricity data every 30 minutes, each user's SM; will obtain the corresponding
elevator power (Ty,T, ... ,Tx) types of data (d;;,d;, ... ,dix), and then After homomorphic
encryption, it is sent to the regional center, and d;; < D (D is a constant). Suppose the power
consumption collected by SM; is p;, located at [t, t+1], and then calculate the user’ s power
consumption:

dj=dticsy =pi—Tr+Z Q<j<t)dtjeey =pi—Tpr dt;; =0 (t+1<j<K) (1)

Fina“y, SMl obtains (dil' diz ey diK)’ dim = dtim(m =1,..,t,t+ 2, ...,K), di(t+1) =
dti¢+1) + Z. Smart meter SM; selects a random number r; € Z7, and uses the following formula to
encrypt power data:

d;j
¢ =11 g 17 mod n? )

Next, as shown in Figure 2, a group signature method is used to sign power data and so on.
First select G, = (P), G, = (Q), |G,| = |G,| = pp, where P € E(F,), Q € E(F,«). There is a
corresponding non-degenerate bilinear mapping e: G; X G, » Gy, H : {0, 1} - G, H; :
{0, 1} - Z,, isomorphic mapping ¥ : G, - G;. For the regional center, take gsk € Zp and
calculate gpk = gsk - Q € G,, where gsk is the private key of the group administrator and gpk is
the public key, so the group public parameters are {pp, P, Q, G;, G,, e, H, i}, the group
public key is gpk.

SM;

Regional Center

1) Send (y; . M; , N;, 1D}

2) After confirming that the IDi is valid,
send (Ki, L, upk) , andstorelID;, upk, L

3) Verify whether the equation is true, if it is true,
accept Upk as the public key and the private key as x;

4) After judging the time period,
send (upk, ¢, Time, U;, Vi, h)

5) Determine whether SM; is a legal group
member, if valid, send the private key x; at this
time, and ¢ = usk * U;

(6) Verify after receiving c. If successful, confirm
(c, Time, U;, V) as the signature of the power data
and send them
v v

Figure:2. the process of group signature
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For group member SM;, SM; takes x;, 7; € Z, calculates y; = x;Q € G, M; = ;H(ID;),
N; = r;Q, and then sets (ID;, y;, M;, N;) are sent to the group manager regional center. After
receiving (ID;, y;, M;, N;),the regional center first verifies whether the equation e(M;, Q) =
e(H(ID;), N;) is valid, and confirms the validity of ID; Validity, namely: e(M;, Q) =
e(r;H(ID;), Q) =e(H(ID;), Q) =e(H(ID;), N;), if it is true, calculate K; = e(gsk, y;),
L; = aQ, upk = y; + L;, and then send (K;, L;, upk) to SM;, and store ID;. upk. L;, where
ID;. upk and timestamp Time constitute the public key list PKSL. After group member SM;
receives (K;, L;, upk), verify the equation K; = e(x;, gpk), L; = upk — y; is all established,
if so, accept upk as public key and private key is x;.

The leakage of member keys in signatures often causes serious consequences, thus in this
paper, the key is updated by using a one-way function. That is, (1) the entire effective time is
divided into several periods 1,2 ,...,L; (2) in the first j phase, the key of the SM; is x; ; , the key of
the group administrator is x; , and the key in the firstj+1stageis x; j,q = x;; + H{( P 1 j + 1) —
Hi(rP Il j), xji1=xj+pHy(aP |l j+1), ther; is the number of randoms selected by SM;
when applying for a group, and a € Z; is a fixed constant. After calculating the key of stage j+1,
delete the key of stage j immediately.

Next, SM; needs to sign the power data. First, SM; judges the time period according to Time, set it
as the jth time period, calculate h; = H{(r,P Il j), h, = H{(r;P 1 0), h=h; —h,

hy, xij = x;0 + h; secondly, take b; € Zp, calculate U; = H(M || Time |l Q Il b;Q), V; = b; —
Uix;j, and then(upk, M, Time, U;, V;, h) is sent to the regional center. The regional center
first searches the PKSL table by the upk value to see if it is a valid value; if it is valid, according to

the corresponding L; value, verify the equation U; = H (M || Time Il Q Il (V;Q + U;(upk — L; +
hQ))) is established, so as to determine whether it is a legal member of the group. If the equation

holds, the regional center stores U;, and V; constitutes a tracking list. At the same time, it judges the
corresponding time period according to Time, and calculates the private key usk and ¢ = usk - U;
at this time, and then sends c to the member SM;, If it is not established, the signature request is
rejected. After SM; receives c, verify whether e(c, Q) = e(U;, gpk) is true. If it is true, then
(¢, Time, U;, V;) is the value of SM; for power data c; signature. If it is not true, that is, the
signature has conflicts and differences, the group administrator can track the identity of the signer of
the signature by querying the corresponding U; and V; in the tracking list.

After the group signature has signed the encrypted power consumption data, SM; send ¢; and
(¢, Time, U;, V;)to Regional Center. After Regional Center receives the signature, verify that
e(c, Q) =e(U;, gpk) istrue, and if so, accept the signature and calculate the aggregated data C
according to the following formula:

C =%, ¢; mod n? (3)

Then the Regional Center selects a random number @ € Z;, , a« meets gcd(a, n—1) =1
and then calculates its signature Siggc = (Timegc, Rgrc, Tre) With the private key SKx(,
RRRC = T‘t mOd n,; SRC = h(C, Time, RRC) ; TRC = (SRC - SKRC " RRc)a_l mod (n - 1),
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where the Timeg is the timestamp of the time. Finally, Regional Center sends the aggregate power
consumption data C and the signature Sigg. to Control Center.

After receiving the (C, Siggc) from Regional Center, the Control Center checks the validity
of the signature according to the following formula:

PKggC . R£§C = (G, Time, Rre) mod n (4)
After the signature verification is completed, Control Center decrypts the aggregated power

consumption data C, the decryption process is as follows:

w

C=1_[cimodn2

i=1

w
_ dip, diz , .., dik, . .n 2
—| |.91 g, gt 1 modn
i=1

w
_ Yilidin | Yilidi Yilidik n 2
_gll .gzl -...-ng . rl modn
i=1
w
= galz‘i/\;1 dil . gaZZ‘iA;1 diZ feeen gaKZ‘iA;1 diK . | | rin mod nz
i=1
w
= galz‘{il dir+a, Z‘Z‘;l di2+"'+aKZ‘iA;1 dig . | |‘r'l,n mod n2

i=1

= gM - R" mod n?
(M =a 0l dip ta il dip + -+ ag XL, dig modn, R= H‘{V=17”i) (5)

Control Center then restores plaintext M = K (C*™°4"*) mod n by using the master key
1, w.

‘ d.1 ‘ d.z """ dit ’ di(nl)
— e - SM;
Encrypt
SM; group signature
G (c, Time, T;, V)

Calculate
aggregated data C

RC signature
Regionak

‘ (TSres Recy Src) ‘ C
Center ] L
Decrypt
aggregated
data C
Control | ‘ M ‘
Center
plaintext

Figure:3. Encryption process combining homomorphic encryption and group signature
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4 EXPERIMENTS

[4.1] PRIVACY ANALYSIS

First discuss the security of signatures and public and private keys.

(1) Correctness. In the process of joining the member, the identity of the member and the
administrator is verified. SM; received (K;, L;, upk) sent by RC. First, verify K; = e(gsk,
v;) = e(x;, gpk) through the properties of bilinear mapping, and then accept the sending (K;,
L;, upk) after it is proved that it is indeed the group manager. Secondly, confirm the validity of
L; through L; = upk — y;. Not only that, but group administrators and members must mutually
verify their identities during the signing process. The signature is jointly generated by the group
manager and the group member SM;. On the one hand, after receiving the (upk, M, Time,
U;, V;, h)sentby SM;, the regional center will first determine whether the upk is within the valid
time according to the PKSL table, and then verify the membership. That is to verify whether U; =
H (M Il Time Il Q Il (V;-Q + T;(upk — L; + hQ))) is established, if it is established, it proves
that the sender is indeed the group member SM; and (upk, M, Time, U;, V;, h).On the other
hand, after receiving ¢ from the regional center, the member of the group SM; verifies whether
e(c, Q) =e(U;, gpk) is true through the properties of bilinear mapping. If it is true, prove c It
is indeed a valid value generated by the regional center.

(2) Anonymity. After receiving the signature (¢, Time, U;, V;), itisanonymous simply
by verifying the validity of e(c, Q) =e(U;, gpk), and only the public key yg. of Regional
Center, does not involve information about SM; .

(3) Anti-collusion. Because this paper adopts the form of verifying the identity of the group
member SM;, and then the signature form is produced by SM; and Regional Center, the contact
between the group member and the administrator in the signing process is strengthened, so the
group members conspire to produce the signature that cannot be traced. Not only that, all members
of the group, as well as the private keys of the administrator, are completely confidential and
irrelevant to each other, so they are more resistant to collusion.

(4) The traceability of malicious users. Upon receipt of a signature (¢, Time, U;, V;),
Regional Center can look up the tracking list directly according to U; and V; , thereby tracking the
identity of the signer and successfully completing the tracking.

Then about the external attack, this paper uses the homomorphic encryption method so that
the user's electricity data from SM; to Regional Center, and then from Regional Center to Control
Center transmission process, is always in ciphertext form, so can ensure the security of user data.

[4.2] TIME COMPLEXITY ANALYSIS

To test the efficiency of the proposed scheme, the experiment used the Irish Electric Power
Company's home user smart meter data, which ranged from July 14, 2009, to December 31, 2010,
at an interval of 30min. The experiment was implemented in MATLAB, and 2000 household users
were randomly selected for the three-month smart meter data from January 15 to April 15, 2000,
as experimental data.

17



MING Al and HAIQING LIU

1400 T T
| |—*—Ours

1300 EPPA

1200 Paillier

WAV

1100
1000 |
900
800 -
700 |
600
500
400
300 |
200
100

—#— DG-APED

Time Consuming/ms

400 800 1200 1600 2000 2400 2800 3200 3600 4000
Amount of Users

Figure:4. Efficiency curves of different methods

First, the efficiency of these methods is compared based on the number of different users. As shown
in Figure 4, when the number of users is large, the scheme of this article does not have a clear
advantage, but when the number of users is small, although the efficiency difference is not much, the
scheme of this article is less time consumed.

In Figure 5, 1-r represents the privacy estimate of the scenario, and the lower the value indicates that
the program'’s privacy-preserving is better. As shown in Figure 5, in most cases, the privacy estimate
of this scenario is lower than the privacy estimate of the other scenarios, therefore, it can be
considered that this paper has advantages in terms of privacy-preserving.
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Figure:5. Privacy curve of different methods

[5] CONCLUSION

The wide application of the smart grid brings convenience and exposes users to the risk of identity
and power data leakage. After studying the privacy-preserving of electricity data in the smart grid,
this paper proposes a privacy-preserving scheme for electricity data based on improved group
signature and homomaorphic encryption, first using the method of improved group signature to obtain
the user's smart meter signature and public and private key, and then using the method of
homomaorphic encryption to encrypt the data in the process of transmission of power data. In this
scheme, the user hides the real electricity data, in the transmission process of the data, the data
appears in the form of ciphertext, and the private key of the smart meter has changed over time, to
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achieve the user's electricity data privacy-preserving. Finally, on the MATLAB platform, the
simulation experiment of the intelligent meter data of the Irish electric power company is used to
verify the validity of this paper in the protection of privacy.
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